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DIRECTOR’S INTRODUCTION

Thisyear has been very active and productive for the office of the Director, Operational Test and Evaluation (DOT&E).

In support of our core mission, in FY 04 my staff oversaw the planning and execution of OT& E and livefiretest and
evaluation (LFT&E) for some 200 systems being devel oped and acquired by our military Services. | provided to the
Secretary of Defense and Congress beyond low-rate initial production (BLRIP) reports on the operational effectiveness,
suitability, and survivability of 14 systems scheduled to enter full-rate production and fielding to our combat forces. This
report fulfillsmy Title 10 annual report requirement. | will submit my report on missile defensein February 2005, as
required by law.

My office continued to address critical issues highlighted in last year’s annual report: transforming T& E to maintain its
relevance and influence while dealing with changing acquisition approaches, testing complex systemsin a system-of-
systems context, and funding to rebuild our T& E infrastructure.

TESTING SYSTEMS UNDER NEW ACQUISITION STRATEGIES

We should judge effectiveness and suitability based on how American forces will use a system, not on the acquisition
strategy employed in developing and procuring that system. It isdifficult to implement that approach if acquisition
strategies do not include the Services' development of operational requirements.

In such an environment, the test and evaluation community either ends up with poor criteria against which to measure a
new system or it attemptsto develop its own. Neither alternative is acceptable. A third aternative of waiting until the test
isover and have the user define, or redefine, the requirement, has been implemented on afew systems, but resulted in
removing discipline within the process.

Fortunately, the acquisition directive provides guidance that offers, in most cases, away out. The DoD directive states
that the purpose of the whole acquisition system is to provide systems that meet user needs, and to provide a measur-
able increase in mission capability over existing systems and/or forces. In most cases, a mission focus— compared to
the current way of doing the mission —is more than adequate as a measure of effectiveness and suitability. The F-22
offers an example of mission focus during operational testing, and a comparison test with a baseline force to demonstrate
ameasurableincrease in mission capability.

Thetest and evaluation community has also used combat experiencein its evaluations. Thisyear, for example, interviews
and surveys of soldiersin Iraq and Afghanistan were a primary source of information in the evaluation of the Force XXI
Battle Command Brigade and Below (FBCB2) system. Generally, thisisnot agood approach to eval uation because it
means sending equipment into the field without being able to adequately describe the systems' capabilities and limita-
tionsfor the soldiers, sailors, airmen, and marineswho will use that equipment in combat.

Existing DoD policy does not require the Servicesto develop, acquire, and deploy non-combat systems with crew
protection against ballistic threats. If the user does not specify arequirement for ballistic crew protection, it will not be
part of the system design. The Services, Joint Chiefs of Staff, or the Office of the Secretary of Defense (OSD), must
define crew protection requirements early. A policy change that requires ballistic crew protection kits for non-combat
vehiclesoperating in acombat zone will significantly reducerisk.

Acquisition strategies now propose buying many systems before testing is complete. This makes fixing problems more
expensive, and it involves giving our forces equipment without being able to objectively define the capabilities and
limitationson its use.

POOR RELIABILITY - AN ONGOING PROBLEM

| am encouraged by the accomplishments and transformational initiatives of my staff and the service Operational Test
Agencies (OTAS). However, | remain concerned about some adverse trends in the testing and fielding of combat
equipment to our forces. Of the 14 systems on which wewrote BLRIP reportsin FY 04, two were not operational ly
effective, and seven were not operationally suitable. The trend in suitability resultsis disturbing, as more systems are
going to the field despite being unsuitable astested. In the history of DOT& E reports to Congress since 1983, about 30
percent of systems (36 of 126) were less than suitable. Recent years have witnessed an increase in the number of
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systems found unsuitable in operational testing and evaluation. Suitability problems add significantly to the logistics
burden and life cycle costs of programs.

The Defense Science Board in 2000 pointed out that 80 percent of defense systems brought to operational test fail to
achieve even half of their reliability requirement. Thiswasfollowed later by data showing that with all the streamlining of
the acquisition process, the number of systemsfailing to meet the reliability requirement hasincreased. Asstated earlier,
thistrend is evident in the reports DOT& E sends to Congress. The situation has not improved.

Reliability results from operational tests (OTs) appear to be significantly worse than those from development tests (DTs).
OT results appear to be afactor of two to four times worse than those from DT and, in some cases, OT results are more
than afactor of ten worsethan DT. DT gives afalse impression of system quality. We must devel op methods to account
for this phenomenon.

Our forces might derive amisunderstanding of asystem’s capability from DT alone, unless we perform an OT and collect
reliability data. An OT environment is more operationally stressful than that during DT. The difference suggests that
failure modes are being missed in DT, where they might be corrected if caught early enough in the design and redesign
phase. We should discover reliability problems before OT to avoid the costly fixes and the time delays.

To address this problem, we are working with the acquisition community to develop anew Reliability, Availability, and
Maintainability Guide for program managers. Thisguide will not have the influence of adirective, but it isagood start.
Reliability and Maintainability are cost drivers during the entire life of the system. Estimates show that over half the total
life cycle cost of a system is attributable to operating and support costs after the system is acquired. Thisdrain on the
budget takes money away from other priorities.

MISSILE DEFENSE

| testified twice before Congressin FY 04, on Missile Defense. In February 2004, | submitted a separate report, required
by law, on my FY 03 Assessment of the Ballistic Missile Defense System (BMDS). Theimmaturity of the system at the
time of that report made it difficult to judge its effectiveness. In cooperation with MDA's senior leadership, we have
made significant progress during this past year in enhancing and extending the depth of our oversight and ability to
conduct more meaningful operational assessments of the MDA programs.

Through amemorandum of agreement, we have established alead Service Operational Test Agency (OTA) to streamline
the interface between the test and evaluation communities and the various MDA program offices. Thereis now the
effective cooperation and communication necessary to provide senior-level decision makers with continuous evaluations
of thisimmense capability-based spiral development program. A subsequent section of this report provides more detail
on these activities as well an unclassified updated assessment of the BMDS programs.

TESTING IN A JOINT ENVIRONMENT - THE ROADMAP

During this past year, DOT&E led a collaborative effort to develop aroadmap for establishing arobust joint test and
evaluation capability. Once achieved, it will permit the testing of our current and future weapon systemsin ajoint
environment representative of future combat. This pioneering effort, approved by the Deputy Secretary of Defensein
November 2004, isthe product of unprecedented cooperation among my office, the Joint Staff, Joint Forces Command
(JFCOM), several key elements of OSD and the Service T& E agencies.

The roadmap is based on my finding that the successful development of systems and tactics, techniques, and proce-
dures (TTPs) for joint military operations require a change in testing capability and procedures. The most important
changein capability will comefrom the ability to link existing facilities (both testing and training) into asingle network to
create the complex environment needed to represent joint operations. The procedural changes are designed to ensure
that the evaluation of systemsis conducted from ajoint perspective, not a single Service view.

These changes are essential as the Department continues to move towards an integrated information-sharing environ-
ment. Evaluating operational effectivenesswill depend on how well systems not only perform individually, but how well
they share information within Service functional areas and across functional and Service boundaries to support overall
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mission accomplishment. Evaluating single systems and single interfaceswill no longer suffice — developing an inte-
grated environment will be the key to determining system and mission operational effectiveness, suitability, and surviv-
ability.

Building the capabilities and devel oping the processes called for in the Roadmap will take time. We cannot wait for the
implementation of those enhancements to begin testing in ajoint environment. Particularly noteworthy are the plans for
evaluating the Army Battle Command System (ABCS). TheArmy istaking thelead by “experimenting” with asystem-of-
systems test methodol ogy that should provide all the Service OTAs with lessons learned for future testing of command
and control systems.

JOINT T&E

We also completed our restructure of the Joint Test and Evaluation (JT& E) program, streamlining the test nomination
process, establishing the Joint Test Support Cell (JTSC), and introducing a Quick Reaction Test (QRT) capability.
Combatant Commanders and the Services have noted that JT& Es are now more agile and responsive to operational
requirements. The QRT capability is significant because we can now addressimmediate warfighter concernswithin a
year, compared to standard JT& E three-year projects.

Joint Survivability (JSURV) was our first QRT. Through it, we developed and delivered convoy survivability procedures
to U.S. Central Command (USCENTCOM) to help minimize combat casualties. We distributed over 40,000 copies of the
“Combat Convoy Handbook” that arein use by military convoysin Iraq and Afghanistan. Two additional, ongoing QRTs
are Joint Shipboard Weapons and Ordnance (JSWORD) and Joint Low Altitude Aircraft Survivability (JLAAS). JSWORD
isestablishing joint proceduresfor weaponsloading for U.S. Army and U.S. Special Operations Command (USSOCOM)
helicopterswhile operating on U.S. Navy ships. JLAASisdeveloping TTPsfor fixed and rotor wing aircraft that enable
them to avoid or defeat potential enemy threats such as Man-Portable Air Defense Systems.

INFORMATION ASSURANCE (IA)

Our initiative to evaluate information assurance (IA) and interoperability during Combatant Command and Service
exercises continuesto mature. Thisfiscal year, teamsled by the OTAs performed 18 | A evaluations, including two with
units scheduled to deploy and onein Irag. We have made significant progress in identifying operational performance
metrics and synchronizing realistic Red Team scenarios with exercise training objectives. These are critical stepsin
making |A relevant to the warfighter.

Wewill work with Combatant Command and Service exercise authoritiesto help transform OT& E. We expect to find more
opportunitiesto satisfy OT& E requirements during exerciseswhile adding valueto training. Inthe next fiscal year, we
will perform nearly 30 evaluations. Datafrom these evaluations will support our first trend analyses.

Thel A section of thisreport fufillsthe reporting requirement of the FY 03 Appropriations Bill.

REBUILDING THE T&E INFRASTRUCTURE

The Department made progress in meeting the 2003 National Defense Authorization Act requirement to establish the
Defense Test Resource Management Center (DTRMC). Under the auspices of the Under Secretary of Defense for
Acquisition, Technology, and Logistics, a permanent staff began to assemble in May of this year and a Director for the
DTRMC took the helm in December 2004. OSD and the Services changed the Department’s Financial Management
Regulationsto restore institutional funding to the Major Range and Test Facilities Base. The FY 06 President’s Budget
should reflect these changes, thus satisfying one of the major itemsin the legislation.

We still have work to do in developing a strategic plan that will guide future investmentsin the Department’s T& E
infrastructure. The plan developed in 2003 and 2004 was not mature enough to support the certifications of FY 05 budget
adequacy. With a permanent staff under the leadership of afull-time Director, the DTRMC will now be ableto develop a
strategic plan and assess the adequacy of T&E infrastructure investments to carry out that plan.

Other study efforts continue to highlight the need to improve the resources that support the test and evaluation infra-
structure. Most of the cases where alack of resources poses a significant problem for adequate testing of systems fall



into three categories: instrumentation, targets, and open-air range size and diversity. Funding for test and evaluation
doesn’'t competewell inthe Service budgets. Therefore, OSD-sponsored Central T& E Investment Program (CTEIP)
becomes more and more important in our attempts to address many of these deficiencies.

T&E INFRASTRUCTURE INVESTMENT AND CTEIP

CTEIPwill transfer to the Defense Test Resource Management Center in early 2005. Itisanintegral part of our effort to
provide the enhanced test infrastructure necessary to address the T& E challenges resulting from the Department’s
transformational initiatives.

The drive for rapid fielding and redesign of systems requires continuous testing and evaluation throughout the develop-
ment cycle. Wewill need unprecedented flexibility in our T& E infrastructure to ensurethat it is capability, rather than
platform-based. New technologies generally require new infrastructure and environmental conditionswe have not yet
had to replicate. We should not depend on modeling and simulation aone to test these systems at the “ edge of the
envelope.”

CTEIPshould be strategically aligned with other T& E stakeholders. A coalition for T& E strategic planning will provide
the manpower, adequate funding, and the necessary expertise. In order to achieve the vision of atest infrastructure that
is capable of meeting the af orementioned challenges, we must overcome a number of specific obstacles:

o Lack of interoperability due to closed architectures and insufficient standards.

« Insufficient frequency spectrum to support testing.

o Lack of investment in the advanced test infrastructure.

In a subsequent section of this report, we discuss specific CTEIP projects that address each of these obstacles.

CONCLUSION

Four years ago in my first annual report, | promised rigorous tests, support for an infrastructure to do that testing, and
“tell-it-like-it-is” reports. Subsequent reports identified needed policy changes and specific investments to achieve
those ends. During that time, the Department realigned some responsibilitieswith respect to T& E. | believe the annual
reports over the last four years can serve as a blueprint for action.

ThomasP. Christie
Director
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DOT&E ACTIVITY AND OVERSIGHT

DOT&E ACTIVITY SUMMARY

Oversight activity begins with the early acquisition milestones, continues through approval for full-rate production

DOT&E activity for FY04 involved oversight of 273 programs, including 49 major automated information systems.

and, in some instances, during full production until deleted from the DOT&E oversight list.

Our review of test planning activities for FY04 included approval of 49 Test and Evaluation Master Plans (TEMPs), as well as
51 Operational Test Plans. Live Fire Test and Evaluation (LFT&E) activity included the approval of 16 LFT&E Strategies and
Test Plans for inclusion in the TEMPs. In FY04, DOT&E prepared 14 reports for the Secretary of Defense and Congress.

DOT&E also prepared and submitted numerous reports to the Defense Acquisition Board (DAB) principals for

consideration in DAB deliberations.

TEST AND EVALUATION MASTER PLANS APPROVED

AGM-154C Joint Standoff Weapon/Unitary Broach
AIM-9X Air-to-Air Missile

Airborne Mine Neutralization System

ALQ-99 Low Band Transmitter (LBT)

Advanced Anti-Radiation Guided Missile AGM-88E
(AARGM)

B-2 Advanced Technology Bomber
CH-47F Chinook
Composite Health Care System Il (CHCS II)

Cooperative Engagement Capability (CEC), E-2C
Integration

CVN-21
DDG-51 Guided Missile Destroyer

Defense Commissary Agency Commissary Advanced
Resale Transaction System (CARTS)

Defense Finance and Accounting Service (DFAS)
Corporate Database and Warehouse (DCD/DCW)

Deployable Joint Command and Control (DJC2)
Dry Cargo/Ammunition Ship (T-AKE)

E/A-18G

Expeditionary Fighting Vehicle (EFV)

F/A-18E/F

F/A-18E/F APG-79 AESA Phase Ill Radar Upgrade
F/A-22

Force XXI Battle Command Brigade and Below/Blue
Force Tracking (FBCB2/BFT)

GBU-38/B Joint Direct Attack Munition (MK-82 JDAM)

Global Combat Support System - Marine Corps/
Logistics Chain Management (GCSS-MC/LCM)

Global Command and Control System-Army
(GCCs-A)

Global Command and Control System-Joint (GCCS-J)
Block IV Annex

Guided Multiple Launch Rocket System Unitary
(GMLRS-V)

Joint Biological Agent Identification and Diagnostic
System (JBAIDS)

Joint Biological Standoff Detection System (JBSDS)
Joint Common Missile (JCM)
Joint Mission Planning System - Maritime (JMPS-M)

Joint Service Light Nuclear, Biological, and Chemical
System (JSLNBCRS)

Joint Standoff Weapon (JSOW) and Joint Air-to-
Surface Standoff Missile (JASSM) Integration on
the B1

KC-130J Hercules Aircraft
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TEST AND EVALUATION MASTER PLANS APPROVED (Continued)

Land Warrior

MH-60R Multi-mission Helicopter

Mission Planning System (MPS)

MK48 ADCAP Mod 7

National Airspace System

Navy Enterprise Resource Planning (ERP)
Net-Centric Enterprise Services (NCES)

Patriot/ MEADS Number 1 for Blocks 2004 and 2006

Patriot/Medium Extended Air Defense System
(MEADS) Combined Aggregate Program (CAP)

Ship Self Defense System (SSDS)
Standard Missile - 6 (SM-6)

Stryker Family of Vehicles

Tomahawk Command and Control System
UH-60M Black Hawk

V-22

Virginia (SSN 774) Class Submarine

OPERATIONAL TEST PLANS APPROVED

AIM-120 Advanced Medium Range Air-to-Air Missile
(AMRAAM)

AN/SPY-1D(V) (OT-1IF2)

B-1 Conventional Mission Upgrade Program Joint
Standoff Weapon (JSOW) /Joint Air-to-Surface Standoff
Missile (JASSM)

Ballistic Missile Defense System (BMDS)

CH-47F

Combat Survivor Evader Locator (CSEL)

Cooperative Engagement Capability (CEC)

DD(X) Multi-mission Destroyer

DDG 51 Flt lIA Glass Guided Missile Destroyer
(OT-11G)

Defense Finance and Accounting Service (DFAS)
Corporate Database and Warehouse (DCD/DCW)

Defense Travel System

DoD Training Transformation

Dry Cargo/Ammunition Ship (T-AKE) (OT-IIB)
EA-6B Improved Capabilities 111 (ICAP 111)

F/A-18E/F AESAPhase Il Radar Upgrade

F/A-18E/F (OT-1lIC System Configuration Set H2E)

F-16 Block 30 MK-82 Joint Direct Attack Munition
(JDAM)

Force XXI Battle Command Brigade and Below
(FBCB2)

GBU-38/B Joint Direct Attack Munition (MK-82 JDAM)
GBU-39/B Small Diameter Bomb (SDB)

H-1 Upgrades (OT-11B)

Joint Air-to-Surface Standoff Missile (JASSM)

Joint Biological Agent Identification and Diagnostic
System (JBAIDS)

Joint Biological Point Detection System (JBPDS)

Joint Standoff Weapon Baseline (JSOW-A)
(OT-1Il OPEVAL)

Joint Standoff Weapon Unitary (JSOW-C)
(OT-11IB OPEVAL)

KC-130J (OT-IC (1))
KC-130J Hercules Aircraft
Large Aircraft Infrared Countermeasures (LAIRCM)

Line-of-Sight Anti-Tank (LOSAT)
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OPERATIONAL TEST PLANS APPROVED (Continued)

Maritime Prepositioning Force (Future) (MPF(F)) Surface Electronic Warfare Improvement Program
(SEWIP)

MH-60R Multi-Mission Helicopter (OT-11A)
Tactical Tomahawk Weapon System (AN/SWG-5(V))

MK-82 Joint Direct Attack Munition (JDAM) (OT-IC)

Mobile User Objective System (MOUS) Theater Medical Information Program (TMIP) Block 1

Mortar Carrier-B (MC-B) Tomahawk Command and Control System

MV-22 Osprey (OT-1IF) UH-60M Blackhawk Helicopter

National Airspace System (NAS) Virginia (SSN 774) Class Submarine

Navy Marine Corps Intranet (NMCI) XM142 High Mobility Artillery Rocket System
(HIMARS)

Newport Chemical Agent Disposal Facility
XM30 Guided Multiple-Launch Rocket System
Ohio Class SSGN Submarine (OT-C-1) (GMLRS)

Ship Self Defense System (SSDS) MK 2 Mod 1
(FOT&E) (OT-1IIB Phase 1)

Stryker Mobile Gun System (MGS)

LFT&E STRATEGIES AND TEST PLANS APPROVED

Advanced SEAL Delivery System (ASDS) E/A-18G Aircraft Alternative

AGM-154C Joint Standoff Weapon OT/LFT&E-1 Future Aircraft Carrier (CVN 21)

AGM-154C Joint Standoff Weapon OT/LFT&E-2 MDA Ground-Based Midcourse Defense LFT&E
Strategy

AGM-154C Joint Standoff Weapon OT/LFT&E-4 and -5

Mortar Carrier-B (MC-B)
AGM-154C Joint Standoff Weapon OT/LFT&E-6

Multi-mission Maritime Aircraft (MMA)
AGM-154C Joint Standoff Weapon OT/LFT&E-7

OH-58D Kiowa LFT&E Test Plan
AGM-154C Joint Standoff Weapon OT/LFT&E-8, -9,
and-10 Small Diameter Bomb LFT&E Test Plan

AH-64D Apache LFT&E Test Plan Stryker Interim Armored Vehicle (IAV) Automatic Fire
Extinguishing System (AFES)

UH-60Q/HH-60L/HH-60M LFT&E Test Plan
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OT&E and LFT&E REPORTS TO CONGRESS FOR FY04

PROGRAM REPORT TYPE DATE
Advanced Targeting and Designating
Forward-Looking Infrared (ATFLIR) System, OT&E Report October 2003
Block |
Integrated Defensive Electronic
Countermeasures (IDECM) Block 2 Onboard | OT&E Report December 2003
Jammer Upgrade
Joint Helmet Mounting Cueing System
(JHMCS) OT&E Report January 2004
Evolved Seasparrow Missile (ESSM) Combined OT&E / LFT&E Report | February 2004
Stryker OT/LFT Report Combined OT&E / LFT&E Report | February 2004
KC-135J Global Air Traffic Management OT&E Report March 2004
Block 40 Program
Joint Air-to-Surface Standoff Missile (U) Combined OT&E / LFT&E Report | April 2004
Advanced SEAL Delivery System (SD) (U) Combined OT&E / LFT&E Report | April 2004
AIM-9X Air-to-Air Missile Combined OT&E / LFT&E Report | May 2004
Tactical Tomahawk Weapon System (TTWS) | Combined OT&E / LFT&E Report | July 2004
Strategic Sealift Program (SSP) OT&E Report July 2004
Combat Survivor Evader Locator (CSEL) OT&E Report August 2004
Force XXI Battle Command Brigade and OT&E Report August 2004

Below / Blue Force Tracking (FBCB2/BFT)

Mortar Carrier-B (MC-B) Configuration of
Stryker Family of Vehicles

Combined OT&E / LFT&E Report | September 2004

During FY04, DOT&E met with Service operational test agencies, program officials, private-sector organizations, and academia;
monitored test activities; and provided information to the DAB committees as well as the DAB principals, the Secretary and
Deputy Secretary of Defense, the Under Secretary of Defense (Acquisition, Technology and Logistics), the Service Secretaries,
and Congress. Active on-site participation in, and observation of, tests and test-related activities remain the most effective
tools. In addition to on-site participation and local travel within the national capital region, approximately 528 trips supported
the DOT&E mission.

Security considerations preclude identifying classified programs in this report. The objective is to ensure operational
effectiveness and suitability do not suffer due to extraordinary security constraints imposed on those programs.
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DOT&E PROGRAM OVERSIGHT

the operational test results for all major defense acquisition programs to the Secretary of Defense, Under

Secretary of Defense (Acquisition, Technology and Logistics), Service Secretaries, and Congress. For DOT&E
oversight purposes, major defense acquisition programs were defined in the law to mean those programs meeting the
criteria for reporting under section 2430, Title 10, United States Code (Selected Acquisition Reports (SARs)). The law
(sec.139(a)(2)(B)) also stipulates that DOT&E may designate any other programs for the purpose of oversight, review,
and reporting. With the addition of such “non-major” programs, DOT&E was responsible for oversight of a total of 273
acquisition programs during FY04.

DOT&E is responsible for approving the adequacy of plans for operational test and evaluation and for reporting

Non-major programs are selected for DOT&E oversight after careful consideration of the relative importance of the
individual program. In determining non-SAR systems for oversight, consideration is given to one or more of the
following essential elements:

e Congress or OSD agencies have expressed a high level of interest in the program.

e Congress has directed that DOT&E assess or report on the program as a condition for progress or production.

e The program requires joint or multi-Service testing (the law (Sec. 139(b)(4)) requires the DOT&E to coordinate
“testing conducted jointly by more than one military department or defense agency”).

e The program exceeds or has the potential to exceed the dollar threshold definition of a major program according
to DoD 5000.1, but does not appear on the current SAR list (e.g., highly classified systems).

e The program has a close relationship to or is a key component of a major program.

e The program is an existing system undergoing major modification.

e The program was previously a SAR program and operational testing is not yet complete.

This office is also responsible for the oversight of LFT&E programs, in accordance with 10 USC 139. DoD regulation

uses the term “covered system” to include all categories of systems or programs identified in 10 USC 2366 as requiring
live fire test and evaluation. In addition, systems or programs that do not have acquisition points referenced in 10 USC
2366, but otherwise meet the statutory criteria, are considered “covered systems” for the purpose of DOT&E oversight.

A covered system, for the purpose of oversight for LFT&E, has been determined by DOT&E to meet one or more of the
following criteria:

e Amajor system, within the meaning of that term in 10 USC 2302(5), that is:
- User-occupied and designed to provide some degree of protection to the system or its occupants in
combat.
- Aconventional munitions program or missile program.
e A conventional munitions program for which more than 1,000,000 rounds are planned to be acquired.
e A modification to a covered system that is likely to affect significantly the survivability or lethality of such a
system.

DOT&E was responsible for the oversight of 88 LFT&E acquisition programs during FY04.
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PROGRAMS UNDER DOT&E OVERSIGHT CALENDAR YEAR 2004
(As taken from the January 2004 Official T&E Oversight List)

ARMY PROGRAMS

Abrams Tank Upgrade - ABRAMS Upgrade
Advanced Field Artillery Tactical Data System (AFATDS)

Advanced Threat Infrared Countermeasures / Common
Missile Warning System (ATIRCM/CMWS)

Aerial Common Sensor (ACS)

Air and Missile Defense Planning and Control System
(AMDPCS)

All Source Analysis System (ASAS)

AN/TPQ-47 Counterfire Radar

Army Theater Support Vessel (TSV)

Battle Command Sustainment Support System (BCS3)
Biometrics

Black Hawk Upgrade (UH-60M)

Bradley Fighting Vehicle System Upgrade

CH-47F — Cargo Helicopter (CH-47D helicopter upgrade
program)

Comanche (RAH-66) Reconnaissance Attack Helicopter
(Includes 20mm ammunition)

Distributed Common Ground System — Army (DCGS-A)
EXCALIBUR (Family of Precision, 155mm Projectiles)
Family of Medium Tactical \ehicles (FMTV)

Force XXI Battle Command Brigade & Below (FBCB2)
Program

Forward Area Air Defense System Command and Control
System (FAAD C2)

Future Combat System (FCS) and all associated systems,
including:

* Battle Command

* Infantry Carrier Vehicle (ICV)

» Command and Control Vehicle (C2V)

» Reconnaissance and Surveillance \ehicle (R&SV)

* Mounted Combat system (MCS)

* Non-Line-of-Sight Mortar (NLOS Mortar)

 Non-Line-of-Sight Cannon (NLOS Cannon)

* FCS Medical \ehicle (MV)

» FCS Recovery Maintenance Vehicle (FRMV)

* UAV Class | (Organic Air Vehicle — Light) (UAV CL I)

» UAV Class Il (Organic Air Vehicle-Medium)

(UAVCLID)

FCS Continued:

« UAV Class Il (Small UAV) (UAV CL IIT)

« UAV Class IV (Shadow) (UAV CL IV GROUND)

« UAV Class IV (Fire Scout) (UAV CL IV GROUND)

« Armed Robotic Vehicle (ARV)

« Multi-Function Utility/Logistics and Equipment
\Vehicle (MULE)

« Small Unmanned Ground Vehicle (SUGV)

< Unmanned Ground Sensors (UGS)

« Non-Line-of-Sight Launch System (NLOS LS) —to
include Precision Attack Munition (PAM) and
Loitering Attack Munition (LAM)

« Intelligent Munitions System (IMS)

« Mid-Range Munitions (MRM)

General Fund Enterprise Business System (GFEBS)
Global Combat Support System — Army (GCSS-A)
Global Command and Control System —Army (GCCS-A)
Guided Multiple Launch Rocket System (GMLRS)

Guided Multiple Launch Rocket System (GMLRS) —
Unitary

High Mobility Artillery Rocket System (HIMARS)
Integrated System Control (ISYSCON V4)

JAVELIN- Advance Anti-Tank Weapon System — Medium
Joint Common Missile

Joint Land Attack Cruise Missile Defense Elevated Netted
Sensors (JLENS)

Joint Tactical Radio System (JTRS) Cluster 1
(JTRS Cluster 1)

Joint Tactical Radio System (JTRS) Cluster 5
(JTRS Cluster 5)

Kiowa Warrior (OH-58D)

Land Warrior

Line-of-Sight Anti-Tank Missile (LOSAT)

Longbow Apache (AH-64D)

Longbow Hellfire Missile (Upgrades/Modifications)

Maneuver Control System (MCS) Army Tactical Command
and Control System (MCS (ATCCS))

Medium Extended Air Defense System (MEADS)
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ARMY PROGRAMS (continued)

Mobile Tactical High Energy Laser (MTHEL)
Patriot Advanced Capability-3
Precision Guided Mortar Munitions (PGMM)

Single Channel Anti-Jam Man-Portable (SCAMP)
(MILSTAR, Block I1)

Single Channel Anti-Jam Man-Portable (SCAMP) System
Enhancement Program (SEP)

Stryker — Armored Vehicle
Surface-Launched AMRAAM (SLAMRAAM) Missile

Suite of Integrated Radio Frequency Countermeasures
(SIRFC) (AN/ALQ-211)

Transportation Coordinator’s Automated Information for
Movement System 11 (TC-AIMS 1)

Visual Information Support (VIS)
Warfighter Information Network-Tactical (WIN-T)
XM8 Lightweight Modular Weapon System

XM29 Integrated Air Burst Weapon System (formerly the
OICWS)

XM307 Objective Crew Served Weapon System (OCSWS)

NAVY PROGRAMS

Acoustic Rapid COTS Insertion for SONAR
Active Electronically Scanned Array (AESA)

AGM-88E Advanced Anti-Radiation Guided Missile
(AARGM) Program

Advanced Deployable System (ADS)

Advanced SEAL Delivery System (ASDS)

Affordable Weapon System

AIM-9X Air-to-Air Missile Upgrade

Airborne Mine Neutralization System (AMNS)

Air Early Warning (AEW)

AN/AAR-47 V2 Upgrade Missile / Laser Warning Receiver
AN/ALR-67 Advanced Special Receiver (ASR) V2 & V3
AN/APR-39A V2 Radar Warning Receiver

AN/SPY-1B/D (All \Versions)

AN/WSQ-11 Countermeasure Anti-Torpedo

Ballistic Missile Technical Collection (BMTC)

Broad Area Maritime Surveillance (BAMS)

CH-53X Upgrade to USMC H-53 Program

Cooperative Engagement Capability (CEC)

Cobra Judy Replacement (CJR) - Ship-based radar system
Cruiser Conversion

CVN 68 - Nimitz Class Nuclear Powered Aircraft Carriers
CVN-21- Next Generation Nuclear Attack Carrier

DDG-51 Guided Missile Destroyer (Basic ship and all
variants)

DD(X) Future Surface Combatant

Defense Integrated Military Human Resources System
(DIMHRS)

Deployable Joint Command and Control (DJC2)

E-2C Advanced Hawkeye (E2C Radar Modernization
Program (RMP))

E-2C Reproduction Hawkeye

EA-6B Improved Capabilities (ICAP) Il & Multiple
Upgrades (Low Band Transmitter, Band 7-8 Transmitter,
USQ-113 Communications Jammer)

E/A-18G (electronic variant of F/A-18)

Expeditionary Fighting Vehicle (EFV)

Evolved Seasparrow Missile (ESSM)

Extended Range Guided Munition (ERGM)

F-35 Joint Strike Fighter (JSF) Program

F/A-18 E/F Hornet Naval Strike Fighter (All upgrades)
Fixed Distributed System (FDS)

Global Command and Control System — Maritime
(GCCS-M)

Global Combat Support System — Marine Corps
(GCSS-MC)

H-1 Upgrades (4BW/4BN)
Identification Friend or Foe Mark XI1A Mode 5
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NAVY PROGRAMS (continued)

Integrated Defensive Electronic Countermeasure (IDECM)

Integrated Surface Ship ASW Combat System
(AN/SQQ-89)

Joint Mission Planning System (JMPS)

Joint Standoff Weapon (JSOW) Baseline/Unitary
Joint Tactical Radio System Cluster 3 (JTRS Cluster 3)
KC-130J Aircraft

Logistics Automated Information System (LOGAIS)
(USMC)

Long Range Land Attack Projectile (LRLAP)
LHA(R) - New Amphibious Assault Ship
LHD 1 Amphibious Assault Ship

LHD 8 Amphibious Assault Ship

Littoral Combatant Ship (LCS)

LPD-17 Amphibious Transport Dock (Includes 30mm
ammunition)

MH-60R Multi-Mission Helicopter Upgrade

MH-60S Helicopter (Utility helicopter replacing existing
CH-46D, HH-60H, SH-3 & UH-1N helicopters)

Multi-Functional Information Distribution System - Low
Volume Terminal (MIDS-LVT)

MK-48 Torpedo Mods

Multi-Mission Maritime Aircraft (MMA)

Maritime Prepositioning Force (Future) (MPF (F))
Naval Integrated Fire Control-Counter Air (NIFC-CA)
Navy Advanced EHF Multi-Band Terminal (NMT)

Navy Enterprise Resource Planning (ERP) (includes Navy
Enterprise Maintenance Automated Information System
(NEMAIS)

Navy-Marine Corps Intranet (NMCI)
Navy Standard Integrated Personnel System (NSIPS)

Rapid Airborne Mine Clearance System (RAMICS)
Rolling Airframe Missile (RAM)

Ship Self Defense System (SSDS)

Surface Electronic Warfare Improvement Program (SEWIP)
SSGN Ohio Class Conversion

SSN-21 Seawolf AN/BSY-2

SSN-23 Jimmy Carter

SSN-774 Virginia Class Submarine

Standard Surface-to-Air Missile 6 (SM-6)

Standard Missile-2 (SM-2) (Blocks I/1I/111/1V)

Standoff Land Attack Missile - Expanded Response
(SLAM-ER)

Strategic Sealift Program (SSP) Ship Class

Submarine Exterior Communications System (SUbECs)
(Includes Common Submarine Radio Room (CSRR))

Surveillance Towed Array Sensor System (SURTASS) /
Low Frequency Active (LFA)

T-AKE Lewis & Clark Class Of Auxiliary Dry Cargo Ships
T-AOE(X) (Fast Combatant Support Ship)

T-45TS (Undergraduate Jet Pilot Training System)
Tactical Control System (TCS)

Tactical Tomahawk Missile

Tactical Tomahawk Mission Planning System / Tomahawk
Command & Control System (MPS/TCCS)

Trident Il Missile
V-22 Osprey Joint Advanced Vertical Lift Aircraft
Vertical Take-Off Unmanned Aerial \ehicle (VTUAV)

VXX (VH-3D) Presidential Helicopter Fleet Replacement
Program



DOT&E ACTIVITY AND OVERSIGHT

AIR FORCE PROGRAMS

Advance EHF (AEHF)

ALR-56M Radar Warning Receiver

ALR-69 Radar Warning Receiver

Advanced Medium Range Air-to-Air Missile (AMRAAM)
Advanced Polar System (APS)

Airborne Warning and Control System (AWACS (E-3))
Upgrades (Includes AWACS RSIP (E-3))

Air Operations Center - Weapons System (AOC-WS)

B-1B CMUP - B-1 LANCER Penetrating Bomber
Conventional Mission Upgrade Program (CMUP)

B-2 Radar Modernization Program (B-2 RMP)
B-2A Spirit Stealth Bomber
B-52 Re-Engining Program
C-5 Avionics Modernization Program (AMP)

C-5 Reliability Enhancement and Re-engining Program
(RERP)

C-17A- Globemaster 111 Advanced Cargo Aircraft
C-130 AMP - Avionics Modernization Program
C-130J Hercules Cargo Aircraft (All Variants)
Combat Information Transport System (CITS)

Combatant Commander’s Integrated Command and Control
System (CCIC2S)

Combat Survivor Evader Locator (CSEL)

Defense Enterprise Accounting Management System
(DEAMS)

Deliberate and Crisis Action Planning and Execution
Segments (DCAPES)

Distributed Common Ground System-Air Force (DCGS-AF)
(including BIk10)

E-4B Modernization Program

E-10 — Multi-Sensor Command and Control Aircraft
(MC2A) Program

Evolved Expendable Launch \ehicle (EELV)
Family of Beyond Line-of-Sight Terminals (FAB-T)

F-117 Infra-Red Acquisition and Designation System
(IRADS)

F-15 Tactical Electronic Warfare Suite (TEWS)
(AN/ALQ-135 Band 1.5 Fiber-Optic Towed Decoy)

F/A-22 — Advanced Tactical Fighter

Financial System Initiative (FSI)

Global Broadcast Service (GBS)

Global Combat Support System - Air Force (GCSS-AF)

Global Command and Control System - Air Force
(GCCS-AF)

Global Hawk High Altitude Endurance Unmanned Aerial
\ehicle

Global Positioning System 111 (GPS 111)
Global Transportation Network-21 (GTN-21)

Integrated Strategic Planning and Analysis Network
(ISPAN)

Joint Air-to-Surface Standoff Missile (JASSM) and JASSM
Expanded Response (ER)

Joint Direct Attack Munition (JDAM)

Joint Helmet Mounted Cueing System (JHMCS)

Joint Mission Planning System (JMPS)

Joint Precision Approach and Landing System (JPALS)
Joint Primary Aircraft Training System (JPATS)

Joint Surveillance Target Attack Radar System (JSTARS)
Joint Tactical Radio System Cluster 4 (JTRS Cluster 4)
KC-767A Aerial Tanker Aircraft

KC-135 Global Air Traffic Management (GATM) Upgrade
KC-135 Recapitalization Program

Large Aircraft Infrared Countermeasures (LAIRCM)

Minimum Essential Emergency Communications Network
(MEECN)

MILSTAR (Satellite Low/Med Data Rate Communications)
Minuteman I11 GRP - Guidance Replacement Program
Minuteman Il PRP - Propulsion Replacement Program
Mission Planning System (MPS)

Multiple Platform — Common Data Link (MP-CDL)

Multi-Platform Radar Technology Insertion Program
(MP-RTIP)

Mobile User Objective System (MUQS)



DOT&E ACTIVITY AND OVERSIGHT

AIR FORCE PROGRAMS (continued)

National Airspace System (NAS)

National Polar-Orbiting Operational Environment Satellite
(NPOESS)

NAVSTAR Global Positioning System (GPS)

Navy Extremely High Frequency (NESP) Satellite
Communications (SATCOM) Program

Personnel Recovery Vehicle (PRV)
Predator Unmanned Aerial Vehicle (UAV) RQ/MQ-1
Predator B Armed Unmanned Aerial Vehicle (UAV) MQ 9

Space-Based Infrared System Program, High Component
(SBIRS-HIGH)

Space Based Radar (SBR)
Sensor Fuzed Weapon (SFW) P31 (CBU-97/B)
Small Diameter Bomb (SDB)

Secure Mobile Anti-Jam Reliable Tactical Terminal
(SMART-T)

Tactical Air Control System (TACS)

Theater Battle Management Core System (TBMCYS)
Theater Deployable Communications (TDC)
Transformational SATCOM System (TSAT)
Wideband Gapfiller

OTHER DoD PROGRAMS

Ballistic Missile Defense Program

» Ground Based Midcourse Defense Segment (Includes
Ground Based Interceptor [GBI], Ground Based Radar

[GBR], and Battle Management C3 [BMC3])
AEGIS BMD and SM-3BLOCK |

 Space Tracking and Surveillance System (STSS)
» Theater High-Altitude Area Defense (THAAD)
YAL-1Airborne Laser (ABL)

Business System Modernization (BSM)
Chemical Agent Standoff Detection System (Artemis)

Joint Biological Agent Identification and Diagnosis System

(JBAIDS)

Joint Biological Point Detection System (JBPDS)
Joint Biological Stand Off Detection System (JBSDS)
Joint Chemical Agent Detector (JCAD)

Joint Service Light NBC Reconnaissance System
(JSLNBCRS)

Joint Service Lightweight Standoff Chemical Agent
Detector (JSLSCAD)

Joint Service Sensitive Equipment Decontamination
(JSSED)

Joint Warning and Reporting Network (JWARN)
Cryptologic Mission Management (CMM)

Consolidated Advanced Resale Transaction System
(CARTS)

Chemical Demilitarization

Composite Health Care System 11 (CHCS 1)

Defense Message System (DMS)

Defense Travel System (DTS)

DFAS Corporate Database/Warehouse (DCD/DCW)
Geoscout Block 1

Global Information Grid-Bandwidth Expansion (GIG-BE))
Global Command & Control System — Joint (GCCS-J)

Global Combat Support System COCOM/JTF
(GCSS-(CCITF))

Global Electromagnetic Spectrum Analysis System
(GEMSAS)

High Performance Computing Modernization (HPCM)

Joint Tactical Radio System Waveform
(JTRS WAVEFORM)

Joint Unmanned Combat Air System (JOINT UCAS)
(Includes AF and Navy UAV programs)

Journeyman

Net- Centric Enterprise Services (NCES)

Key Management Infrastructure (KMI)
Public Key Infrastructure (PKI)

Rebuilding Analysis (REBA)

Teleport

Theater Medical Information Program (TMIP)
Trailblazer (TBMMP)
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Business Systems Modernization (BSM)

SUMMARY
e Operational assessment
results revealed that the
Business Systems
Modernization (BSM)

successfully performed
approximately 90 percent
of itsfunctional
requirements.

o Order fulfillment
successfully reduced
processing timefrom 12
hoursto 1 hour (on
average) through the
introduction of Releases
1.0and1.1.

e The operational
assessments have greatly

benefited BSM The BSM program provides the capability for the Defense Logistics Agency to
devel opment. manage to specific outcomes, allow optimization within given levels of

e |OT&EforBSMis resources, and provide focused support on product and operating-cost
planned for 1QFY 05. reduction.

SYSTEM DESCRIPTION AND MISSION

The BSM program provides the capability for the Defense Logistics Agency (DLA) to manage to specific outcomes,
allow optimization within given levels of resources, and provide focused support on product and operating-cost
reduction. These objectives represent DLA's approach to meeting the requirements of the DoD Future Logistics
Enterprise and the DLA Strategic Plan. The BSM strategy’sfirst focusisto replace DLA's primary legacy supply chain
management/materiel management systems— The Standard Automated Materiel Management System and the Defense
Integrated Subsistence Management System — with an expanded enterprise computing environment and commercial off-
the-shelf software packages that include Enterprise Resource Planning and Advanced Planning Systems. The BSM
strategy, over the course of several years, will result in anew agency-wide information technol ogy architecture that will
enable the DLA to continuously reengineer its logistics processes to reflect the best business practices.

InJuly 2002, DLA initiated the concept demonstration of BSM Release 1.0, which represented approximately 80 percent
of the planned functionality, with alimited number of commaodities (5 percent) and asmall number of end-usersat the
Defense Supply Centers. Release 1.0 essentially replaced the functionality of the legacy Standard Automated Materiel
Management System. Based on the experience obtained in the development and implementation of thisfirst release, DLA
revised the BSM implementation strategy and schedule for the remaining functionality. The next phaseisthe
implementation of Release 1.1, which incorporates the functionality related to the management of battle dress uniforms
(BDUs) and subsistence. DLA introduced BDU and subsi stence management functionality as part of a phased rollout in
May 2004. After successful demonstration and operational assessment of Release 1.1, Release 2.0 will integrate
additional functionality beforethe Initial Operational Test and Evaluation (IOT&E) of BSM. DLA forecastsafull
deployment decision review for Release 2.0in early 2005. Current plansindicate aFull Operational Capability achievedin
September 2006.

11



DOD PROGRAMS

TEST AND EVALUATION ACTIVITY

The Joint Interoperability Test Command (JITC) conducted an operational assessment on selected functionality of
Release 1.0in 1QFY 02 to assess system maturity. J TC conducted an operational assessment for Release 1.1in 2QFY 04
and Release 1.2in 4QFY 04. TheJITC plansto conduct IOT& E for BSM Release2.0in 1QFY 05.

TEST AND EVALUATION ASSESSMENT

The operational assessment results revealed that BSM successfully performed approximately 90 percent of its functional
requirements. Of thefour primary BSM functional areas, Order Fulfillment continuesto achieve the most favorable
results. Usersinthisareaexperienced little or no operational difficulties. Material Release Order processing timefrom
reguisition receipt has dropped from 12 hours before BSM to under 1 hour. In general, the Planning and Financial
Management functionality performed effectively. However, some Demand Planning users experienced difficulties
completing demand analysis and forecasting actions.

The Procurement functionality was the least favorable overall. The operational assessments have benefited BSM
development. The feedback has assisted in highlighting important areas for improvement. They include devel opment of
more effective Information Assurance criteria, improving BSM training, improving the training and preparedness of the
JITC team, and the need to closely review the threshold measures of performance in the Interoperability of critical
interfaces.

Wewill completeafull assessment of the BSM performance after the IOT& E.

12
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Composite Health Care System Il (CHCS II)

SUMMARY

e TheComposite Health Care
System |l (CHCSII) Block 1
exhibited some performance and
reliability problems during 2004 that
now appear to be corrected. There
are also productivity (patient
throughput) concerns that may be
offset by other major medical care
benefits.

e InJuly 2004, theArmy Test and
Evaluation Command and theArmy
Medical Department Board began
operational test and evaluation of
Block 2 at seven sitesin Virginia
and Texas.

e Block 2 metitsfunctional
requirements. However, qualitative
data obtained from user
guestionnaires indicate that the
dental moduleis not user friendly
enough. Users also related that the same productivity concerns arise with dental encounters as with medical
encounters.

e Theoperational testers need suitable metricsto determine whether more experience with CHCS 1 alleviatesthe
apparent productivity loss and whether the long-term benefits of CHCS |1 will outweigh its near-term
disruptions.

CHCSII provides a uniform, comprehensive, legible, secure, computer-
based patient record for every beneficiary of the Military Health System.

SYSTEM DESCRIPTION AND MISSION

CHCSII providesauniform, comprehensive, legible, secure, computer-based patient record for every beneficiary of the
Military Health System. All military treatment facilitiesworldwide will useit—fixed, deployed, and aboard ships.
Building onthe existing CHCS, CHCSI 1 integrates medical and dental information. Itisakey enabler for force health
protection and population health improvement. It also provides health careinformation on deployed Service members.
The program manager isimplementing CHCS 1 in blocks of increasing functionality.

CHCSII ison theleading edge of technology. It must link multiple commercial off-the-shelf products. It introduces new
techniques and procedures to record patient encounters. This includes the use of templates to standardize the
computer-based patient record. CHCS 1 will have atremendous operational impact on the fighting force. The new
patient record will bethefirst (military or civilian) cradle-to-grave automated health care record.

TheArmy Test and Evaluation Command isthe lead operational test agency. Inthe 2002 initial operational test and
evaluation (I0OT&E), Army testersfound that Block 1 was operationally effective, operationally suitable, and survivable.
We determined that the |OT& E was adequate and generally agreed with the test findings. However, we also determined
that an additional mission performance parameter applied. Thisfactor was not in the approved Operational Requirements
Document. Health care professionals at every test site reported that the number of patient encounters (i.e., office visits)
completed is amajor measure of mission performance. They indicated that a patient encounter usually takes longer using
CHCSII than it would if documented solely on paper. Thiswas particularly the casein general clinics such asfamily
practice and primary care. The providerswere unable to meet agoal of seeing up to 25 patients per day.

But CHCSII may savetimein other ways and offers major benefits. Theseinclude alegible, accurate, and electronically
transferable computer-based patient record. The President and the Congress mandated this requirement in Presidential
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Review Directive 5 and Public Law 105-85, respectively. We could not establish whether the acknowledged benefits, and
thefact that CHCS 1 fully met its documented requirements, outweigh the need to maximize patient encounters.

During FY 03, Army testerstried to resolve the productivity issue. They used data provided by Bearing Point, Inc. The
testers found that the number of patient encountersinitially dropped off by about 20 percent across the Services after
theinstallation of CHCS 1I. Asthe use of CHCS|II Block 1 increased, productivity did not further decrease. But the data
collection period was short. The metricswere questionable. The ramifications of the findings were not clear to us or to
the user community. The Milestone Decision Authority therefore directed the program manager to work with the
Services and with us to determine appropriate metrics to quantify productivity. This activity continues.

TEST AND EVALUATION ACTIVITY

The program officefielded CHCS 11 Block 1 to all three Servicesat about 20 locations. Meanwhile, they devel oped
CHCSII Block 2, which providesdental and optometry capabilities. The program officeinstalled thisversion for
developmental testing at the dental and optometry clinics at Sheppard Air Force Base, Texas; Fort Eustis, Virginia; and
the Naval Basein Norfolk, Virginia. In June 2004, we approved an updated Test and Evaluation Master Plan and a
detailed Operational Test and Evaluation Plan for Block 2. In September 2004, we revalidated the Test and Evaluation
Master Plan.

While the program office was testing Block 2, they continued to field Block 1. Asthe number of sitesincreased, many
users began to encounter serious problems. System performance was poor. Some functions ceased to work properly.
This potentialy affected the performance of Block 2. (Block 2 rides on the sasmeinfrastructure as Block 1. It usesthe
same computer-based patient record.) Asthe scheduled timefor IOT&E of Block 2 approached, we decided that it would
be appropriate to conduct it in two phases. The program office, the operational test agency, and the user community
agreed with us. The unresolved Block 1 problemswould preclude an immediate fielding of Block 2, regardless of the test
results.

In July 2004, the operational testers began Phase | Operational Test and Evaluation of Block 2. They tested it at the
seven sitesin Virginiaand Texas previously used for developmental testing. If the program office is able to correct the
Block 1 discrepancies by November 2004, the Army testers will verify the status and complete Phase |1 IOT&E by theend
of 2004. The program office reportedly has made great progress. During the Phase Il IOT&E, thetesterswill consider all
usable data collected during Phase .

TEST AND EVALUATION ASSESSMENT

Phase | IOT&E provided important insight into the operational effectiveness and operational suitability of Block 2.
Quantitative dataindicate that CHCS 11 Block 2 is performing the dental functions as designed. These data also indicate
that there are no significant concerns with the optometry portion. However, qualitative data obtained from user
guestionnaires indicate that the dental module is not user friendly enough. This data also indicates that the same
productivity concerns arise with dental encountersin Block 2 aswith medical encountersin Block 1. Dentists and dental
technicians stated that they were unable to treat as many patients using CHCS |1 as they could by recording information
on paper. Thetesters need to be able to determine whether more experience with CHCS 1 eventually alleviatesthe
problem. They need to be able to judge whether the long-term benefits outweigh any apparent productivity loss.

To assist in answering these questions, the Army Test and Evaluation Command has updated the user survey to record
participant responses during the second phase of the Block 2 evaluation, targeting these specific areas of concern. Since
the review of Phase 1 results, substantial efforts have been made to improve the system. The revised survey isintended
to capture how those Human System Integration and system performance changes have impacted user friendliness,
productivity, and mission support. The Phase Il testing is on track to commence as scheduled in November 2004.
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Cryptologic Mission Management (CMM)

SUMMARY

e Cryptologic Mission Management
(CMM) isanew oversight program
intended to manage signals
intelligence.

e TheCMM Test and Evaluation
Master Plan (TEMP) isready for
submission to OSD for approval.

SYSTEM DESCRIPTION AND MISSION
CMM isanew program under development by
the National Security Agency (NSA). CMM
will manage the signalsintelligence resources
that comprisethe Unified Cryptol ogic System
in response to requirements from the
intelligence community. CMM will:
* Enabl_e pustomer_s to view the staius OSD added CMM to its test and evaluation oversight list in
of their information requests. January 2004.
e  Support dynamic mission allocation.
e Providemetricson asset utilization
and performance.

The nine Unified Cryptologic System partnersare:
e National Security Agency
Central Intelligence Agency
Defense Intelligence Agency
National Reconnaissance Office
Service cryptologic elements—Army, Air Force, Navy, Marine Corps, and Coast Guard.

The National Defense Authorization Act for FY 04 designated that the Under Secretary of Defense for Acquisition,
Technology, and L ogistics assume the responsibility of milestone decision authority for major NSA modernization
programs, including CMM, for aperiod of at least two years.

NSA has formed the NSA Operational Test Authority (OTA) to manage the operational test and evaluation for NSA
acquisition programs. The NSA OTA has designated the Joint Interoperability Test Command as the operational test
agency for all NSA operational test and evaluation. OSD added CMM to its test and evaluation oversight list in January
2004, following its designation as a pre-Major Defense A cquisition Program/M ajor Automated | nformation System
program in December 2003.

TEST AND EVALUATION ACTIVITY
The CMM Program Management Office convened several Integrated Product Teams and compl eted a coordination draft
of the CMM TEMP.

TEST AND EVALUATION ASSESSMENT

The CMM TEMPisready for submission to OSD for approval. However, restructuring of other systemsinthe NSA
modernization program may delay CMM TEMP submission. Based on the dependency between CMM and the other
systemsinthe NSA modernization program, the CMM OT& E environment must include the functionality and
representative loads of all other systemsinthe NSA modernization program.
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Defense Finance and Accounting Service (DFAS) Corporate
Database/Warehouse (DCD/DCW)

SUMMARY

e The Joint Interoperability Test
Command conducted Initial
Operational Test and Evaluation
(IOT&E) onlivesystemsduring
3QFY04. Testing took placeat
seven test sitesin typical
operational environments.

e Defense Finance and Accounting
Service (DFAS) Corporate
Database and Corporate
Warehouse (DCD/DCW) is not
operationally effective, butitis
operationally suitable. It isnot
ableto provide accurate financial
management information below the
summary level.

e Most legacy financial systems are
not compliant with current
standards for handling financial
transactions. They pass
inaccurate datato DCD/DCW.
This precludes many users from
effectively using the system.

e The United States Specia Operations Command prototype sites represent the bulk of the hardware investment.
The software is already developed. The decision on whether to field DCD/DCW to other activities will need to
consider the operating costs. It must weigh the costs against the potential benefits of a system with only
partially accurate information.

DCD/DCW provides a central data source and an interoperability
mechanism to standardize and share DaD financial information.

SYSTEM DESCRIPTION AND MISSION

DFASistrying to improve financial accountability for DoD agencies and components. Capitalization of the assets of
these organizations resulted in over 300 separate information systems placed under the DFAS control. These stovepipe
systems are not interoperable. This makes data sharing across systems and functions cumbersome and unreliable.
DCD/DCW provides acentral data source and an interoperability mechanism to standardize and share DoD financial
information. Itisnot a“system” inthetraditional sense. Rather, itisan“enabling” servicethat provides a corporate
core component of the enterprise. Assuch, DCD/DCW must comply with certain requirements. The DoD Global
Information Grid and the Global Combat Support System Capstone Requirements Documents comprise some of these
requirements. DCD/DCW also must evolve to support objectives articulated by the Deputy Secretary of Defense. These
objectivesare contained in Global | nformation Grid Enterprise Services. Core Enterprise Services Implementation,
November 5, 2003.

Organizations responsible for financial accountability and reporting need to capture el ectronic data to a standardized,
shared database environment on a daily basis. They need a system that will track and retain transaction identification,
formats, and selection criteria. It must accept, edit, and process transactions in various formats.

The DCD provides this capability with On-Line Transactional Processing. It supports achievement of DFAS process
improvement goals by minimizing system-to-system interfaces. Most importantly, it improves operational performance
by providing near real-time data access to the users. DFAS also requires a static data source, or warehouse, as an
adjunct to the DCD. The data source has to support reporting, audit, and analysis.
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The DCW provides an On-Line Analytical Processing capability that supports these reporting and decision-making
activities. In addition, DCW contains information beyond accounting and finance products and services. It includes
performance measurement indicators, budget formulation, and managerial accounting data.

Both the database and data warehouse are built as non-application-specific repositories of detail-level financial data.
Summarization, aggregation, analysis, and reporting are functions that specific organizations must perform. They do it
through in-house queries and On-Line Analytical Processing tools. These tools access non-application-specific detail-
level datain the warehouse through distinct data marts specifically tailored to afinancial organization’s needs.

TEST AND EVALUATION ACTIVITY

We approved the Test and Evaluation Master Planin April 2004. We also approved the detailed IOT& E plan in April
2004. The Joint Interoperability Test Command conducted the IOT& E in April and May 2004 at seven test sites. These
included Special Operations Command headquarters and elementsat MacDill Air Force Base, Florida; Fort Bragg, North
Carolina; and Hurlburt Field, Florida. Thelocationsalso included DFAS centersin Columbus, Ohio, and Omaha,
Nebraska. The testers adequately planned and executed the IOT&E. They submitted atest report in June 2004. The
Milestone Decision Authority will make adeployment decisionin November 2004.

TEST AND EVALUATION ASSESSMENT

DCD/DCW isnot operationally effective, but it isoperationally suitable. Itscore functionality includes Corporate
Electronic Funds Transfer processes and cross-Services Financial Information Support. The former process providesa
centralized database for funds transfer and payment information. The latter provides consolidated cross-Services
accounting transactions. These are supposed to provide accurate near real-time financial management information.
However, the Financial Information Support process could not provide accurate financial management information bel ow
thesummary level. (Thisisthelevel of DoD reporting to Congress.) Userswho need lower-level (program level)
information could not use the system to accomplish their missions. The Joint Interoperability Test Command did not
recommend certification of any of the external interfacesrelated to Financial Information Support.

Inaccurate or non-standard transactions originated from the Services' accounting and financial systems were the primary
cause of the datainaccuracies. DCD/DCW treats some inaccurate source data from these systems as accurate until
correcting it in areconciliation process. Reconciliation does not happen until at least 25 working days after the end of a
reporting period. Meanwhile, high-level —and many of the low-level —reports do not reflect accounting values within an
accuracy requirement of 95 percent. DCD/DCW cannot correct this inaccurate source data any earlier in an automated
fashion. The Services would have to replace their current systems with systems compliant with the standards for internal
controls.

DFAS and the Specia Operations Command reportedly are satisfied with the DCD/DCW capabilities. They have
memorandums of agreement on how to perform the reconciliation process. They a so agree on how to maximize the utility
and functionality of DCD/DCW in theinterim. Once the results of areport or query are displayed on auser’s screen, the
user can “drill-down” to lower levels of detail. Users can also “drill-through” to the DCW and view legacy transactions
that are the data source for the report or query results. The computing hardware used by the Special Operations
Command prototype sites represents the bulk of the hardware investment. The software is already developed. The
decision on whether to field to other activities must consider the operating costs. It must weigh them against the
potential benefits of asystem with only partially accurate information.
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Defense Travel System (DTS)

SUMMARY
e The Office of the Secretary of
Defense approved the Enhanced
Jefferson version of the Defense
Travel System (DTS) for

Production and Deployment in
October 2003. We consider the
Enhanced Jefferson version of
DTS effective, suitable, and
survivable.

e  Subsequently, we approved arisk
assessment that recommended a
full operational test and
evaluation (OT&E) of thecore
functions of the most recent
software version, called Madison.

e We approved an updated Test
and Evaluation Master Plan to
support testing of Madison. We
also approved a detailed Event
Design Plan to support the OT& E
of Madison core functions.

e TheArmy Test and Evaluation Command completed a successful system assessment of Madison’s Deployment
Toolsfunctionality. The program director began fielding this minor enhancement whileincorporating several
recommended improvements.

DTSis a seamless, paperless, automated information system for
supporting travel requirements.

SYSTEM DESCRIPTION AND MISSION

DTSisaseamless, paperless, automated information system for supporting travel requirements. It also reduces cost.
DTS integrates commercial travel reservation systems and DoD accounting and disbursing systems viaavirtual, private
network to provide travel ers with an end-to-end travel process. The program director is developing DTS asan
evolutionary acquisition, using a spiral development strategy. This strategy fields the system in increments of increasing
functionality. There aretwo blocks of development. Theinitial focusison Temporary Duty travel (Block 1). The names
of thereleases match early U.S. Presidents. After Block 1, the focuswill shift to Permanent Change of Station travel
(Block 2).

Thetravel process begins with the users accessing the DTS viaaweb portal. There they create and digitally sign travel
reguests based on real-time transportation, lodging, and rental car availability. DTS interfaceswith various commercial
reservation systems. The user-generated travel authorization contains a“should cost” estimate of the trip. DTS
enforces compliance with DoD travel policies based on simplified entitlements using audit alerts. Next, DTSroutesthe
authorizationsto Authorizing Officialsfor approval. After concluding travel, the user prepares an on-linevoucher. DTS
validatesit through appropriate financial systemsthat generate reimbursement.

OSD assumed acquisition oversight in May 2002. At that time, the Adams release was already in use, or soon to be
installed, at 20 pilot sites. It used aclient-server architecture. During 2002 and 2003, the program director developed a
new, primarily web-based version. It became known as Enhanced Jefferson. The Army Test and Eval uation Command
completed the IOT&E on this version in two phases that culminated with an in-field operational assessment in August
2003. The Army testers reported that the Enhanced Jefferson version was operationally effective, operationally suitable,
and survivable. However, some features (such as group travel) still required time-consuming workarounds. In addition,
the system needed to be more intuitive to the user and training needed improvement. We also noted that DTS changes

19



DOD PROGRAMS

several business processes. Its success often depends on vigorous implementation and full support from the using
commandsand activities.

TEST AND EVALUATION ACTIVITY

We concurred with an Army risk assessment of Madison that recommended afull OT&E of its core functions.
Significantly less operational testing will be required for some minor functions.

In July 2004, Army testers and the program director updated the 2003 Test and Evaluation Master Plan to support the
Madison version. We approved both the original plan and the update. 1n September 2004, we approved a detailed Event
Design Plan to support the OT& E of Madison core functions.

Developmental test and evaluation of four sub-releases of Madison proceeded during 2004. Two of the low risk sub-
releases, Deployment Tools and Centrally Billed Accounts 2.0, entered a period of operational assessment. In July 2004,
the Army Test and Evaluation Command completed a successful system assessment of Deployment Tools. The program
director began fielding this minor enhancement whileincorporating several improvementsthat the Army and we
recommended.

TEST AND EVALUATION ASSESSMENT

OSD approved DTS entry into Production and Deployment in October 2003. The system achieved Initial Operational
Capability in December 2003. By the end of FY 04, the program director had corrected many of the problemsfound during
IOT&E. By then, Enhanced Jefferson wasfielded to nearly 3,000 sites. They comprised about 400,000 of 3.2 million
expected users.

The program director iswell along in devel oping Madison, the next major release. 1t corrects remaining Enhanced
Jefferson deficiencieswhile also providing new capabilities.

The Deployment Tools functionality that the Army assessed during FY 04 is a minor enhancement. It provides authorized
Defensetravel administrators with atool to enter site datadirectly into DTS with no or little assistance required from
technicians. It also allowstravelersto create their own profile prior to creating travel documents, which reduces the
travel administrators workload. The Army found this enhancement to be operationally effective with some limitations
and survivable at all sites. Army testers noted that the tools were suitable at Phase |1 sites and suitable with limitations
at Phase |l sites. (The Phaselll sites are generally much smaller than the Phase |1 sites, and | ess capable of self-
support.) TheArmy Test and Evaluation Command provided several recommendationsto the program director. These
included functionality enhancements, better training and support, and usability improvements. We concurred with the
Army’s assessment and recommendations. The program director moved quickly to incorporate the fixes or schedule them
for near term upgrades.

The Army testerswill conduct OT&E of the core capabilities of Madison in two phases, as each sub-release completes
development. Using anin-lab approach, they will test thefirst avail able set of major capabilitiesduring 1QFY 05. They
will test the second set during 3QFY 05. They will then conduct an in-field operational assessment during 3QFY 05 to
ensure that Madison is operationally effective, suitable, and survivable in the field environment. Thisapproachis
consistent with the methodology that we approved for Enhanced Jefferson. It is necessary because OT& E of aweb-
based system like DTS presents special challenges. While operational testers can test DTS in the laboratory, the
program director must field it in order for testing to occur in the actual users’ web-based environment. It must completely
replace the previous rel ease because Defense Accounting and Disbursing Systems can only interface with one version
of DTSatatime.
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Global Command and Control System (GCCS) - Joint

SUMMARY
e TheGloba Command and
Control System - Joint (GCCS-J)
conducted an Initial Operational
Test and Evaluation (IOT&E) in
January 2004 and aretest in June
2004. Thetest focused on two
major subsystems:
- Joint Operational Planning
and Execution System
(JOPES).
- Status of Resources and
Training System (SORTYS).
e JOPEStestingreveaed
shortcomings in database
synchronization, overall system
performance, and
interoperability. The new JOPES
systemwill not befielded inits
present state.
e SORTStesting showed this portion of GCCS-Jis effective and suitable, and will be fielded as soon as possible.

GCCSJ provides seamless battlespace awareness and a fused battlespace
picture by exchanging data, imagery, intelligence, status of forces, and
planning information.

SYSTEM DESCRIPTION AND MISSION

GCCS-Jisthe central command and control system for achieving decision superiority described in Joint Vision 2020. It
provides seamless battlespace awareness and a fused battlespace picture by exchanging data, imagery, intelligence,
status of forces, and planning information. The GCCS supportsinteroperability by linking the National Command
Authority down to the Joint Task Force, Component Commanders, and Service-unique systems. GCCS-Jmission
applicationsare Defense Information I nfrastructure (D11) Common Operating Environment (COE) compliant and featurea
constantly improving client/server architecture, office automation, government-devel oped military planning software,
and increasing use of web technologies.

The GCCS-JProgram M anagement Office determined that atwo-part test for potential fielding of GCCS-J4.0 would
reducerisk and allow early fielding of selected capabilities:
e TheGCCS-J4.0(a) test would focus on Force Projection and Force Readiness mission areas.
e The GCCS-J4.0(b) test would focus on updates to site infrastructure, server hardware, operating systems,
relational database management systems, and DIl COE version. GCCS-J4.0(b) also upgradesthe Common
Operational Picture and Integrated Imagery and Intelligence applications.

TEST AND EVALUATION ACTIVITY
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JITC conducted the GCCS-J4.0(a) IOT& E in January 2004 at over 15 sitesworld-wide to determinethe effectivenessand
suitability of the new JOPES and SORT S portions of GCCS-J. The Program Management Office paused thistest prior to
the scheduled end of thetest. GCCS-J4.0(a) |OT& E resumed the test in June 2004 to determine effectiveness and
suitability of JOPES and SORTS.

GCCS-J4.0(b) IOT&E in March 2005 isintended to determine effectiveness and suitability of the significant upgradesto
the operating system, relational database management systems, and hardware infrastructure, as well as upgrades to the
Common Operational Picture and Integrated Imagery and Intelligence applications. Thistest will ensure the new
upgrades continue to support the legacy 3.6.6 JOPES while the Defense Information Systems Agency (DISA) addresses
needed improvementsin JOPES.

TEST AND EVALUATION ASSESSMENT
GCCS-Jv4.0(a) IOT&E, conducted by JTC in January 2004, focused on JOPES and SORTS, and resulted in afinding of
not effective and not suitable.

The operational community provided good support to the testers with scenarios, personnel, installation architecture, and
configuration information. The new JOPES architecture did not solve long-standing database synchronization and
performance problems. Major shortcomings also included:

e Slow server processing resulting in large transaction queues.

e Alargenumber of high priority problem reports.

o Interfaceswith 6 of the 13 key systems.

e  Security problems.

The rate at which users discovered new problems showed alack of software maturity. Dueto these early test results,
DISA stopped the test, upgraded the JOPES servers and software, and recommended Concept of Operations changes to
improve performance. The program officesfor interfacing systems also made changesto improveinteroperability. The
GCCS-Jprogram office scheduled anew test in June 2004, which reveal ed major improvement in JOPES software maturity.

The SORT S portion of GCCS-J4.0(a) performed very well during thistest, and DI SA expectsto beginfielding SORTS.
However, the JOPES servers were still too slow under threshold loading, and synchronization problems still occurred.
Key interfacing systems such asthe Deliberate and CrisisAction Planning and Execution System and GCCS-Army
experienced problems. DISA iscurrently assessing the best way ahead for JOPES. The program office will need to
address the two problem areas of database synchronization and server performance to meet user requirements.

DOT&E will continueto monitor testing of all GCCS-Jreleases.
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Global Information Grid - Bandwidth Expansion (GIG-BE)

SUMMARY

The Global Information Grid—
Bandwidth Expansion (GIG-BE)
Program isakey component of
the Department of Defense’'s
net-centric transformation
initiative. It creates a constant
“bandwidth-available”
capability toimprove
information sharing.

The operational assessment
demonstrated the Network
Management capabilitiesin
placeat Initial Operational
Capability (I0C) areableto
detect, diagnose, recover, and
repair induced failures.

The GIG-BE demonstrated that
itisoperationally effective.

Several key policies, The GIG-BE Programis a key component of DoD’s net-centric
procedures, tools, and practices transformation initiative. It creates a constant * bandwidth-
specific to GIG-BE operations available” capability to improve information sharing for national
were not completed or available security intelligence, surveillance and reconnaissance, and command
duringthe |OT&E. However, by and control.

employing draft documentation,

manual workarounds, and

legacy practices, Global NetOps Support Center operators could successfully provision, operate, manage, and
maintain the small |OC network. Regarding survivahility, the |OC network has aone-year authorization to
operate.

Solutionsto the suitability shortfalls are expected to be in place well before the full operational capability
operational test and evaluation in FY05. Planning has begun for robust survivability and information assurance
testing once a sufficient number of sites are on-line to establish a closed-loop “mesh” network and the overseas
network operations centers are available.

Asthe maturity of the GIG-BE architecture and supporting documentation increases, DOT& E will update our
|OC assessment on operational suitability and survivability. There are no issuesin either assessment area
significant enough not to support a declaration of 10C.

SYSTEM DESCRIPTION AND MISSION

The GIG-BE Program isakey component of DoD’s net-centric transformation initiative. It createsaconstant “ bandwidth-
available” capability toimproveinformation sharing for national security intelligence, surveillance and reconnai ssance,
and command and control. The GIG-BE isasecure, switched network interconnected by 800 Gigabits-per-second fiber
optical trunks. It offers- along with other common protocols - advanced Internet Protocol user services, employs diverse
connections for survivabhility, and provides “bandwidth on demand” from aflexible network management system. When
fully deployed in FY 05, GIG-BE will serve 92 of themost critical sitesin the continental United States, Pacific, and
European Theaters.

23



DOD PROGRAMS

TEST AND EVALUATION ACTIVITY

DOT& E approved the GI G-BE Test and Eval uation Master Plan in July 2003 and the Operational Test Plan in June 2004.
All the tests outlined in the Master Plan were executed as planned.

With the exception of some of the encryption components, the GI G-BE consists entirely of commercial products
configured to DoD requirements using commercial methods to support alargely technical function — that of
communication support. Asaresult, the operational test strategy built confidence progressively in a four-step process.
The operational test agency — the Joint Interoperability Test Command:

e Observed selected integration tests conducted in acommercial laboratory on the individual components.

e Monitored the security and interoperability tests on a six-site test network in the field.

e  Conducted an operational assessment of the GIG-BE network management functions on the six-site network

prior to approval to carry operational traffic.
e Conducted an IOT&E of the GIG-BE’s ahility to carry operational traffic supporting each type of user service.

TEST AND EVALUATION ASSESSMENT

TheTest and Evaluation Master Plan identifiesthree main test limitationsfor the GIG-BE at IOC. First, not all
survivability aspects of the system are tested and assessed at |OC (encryption devices not accredited for TS/SCI traffic
at |OC and the |OC architecture does not provide a closed-loop mesh network). Second, assessment of all planned
configurations (stateside and overseas) is not possible until full operational capability. Third, given the small size of the
network, observation of all network management functionsis not possible.

Overadl, the GIG-BE at |OC meetsits effectivenessrequirements. The GIG-BE transported all manner of user traffic and
successfully interoperated with the various legacy DoD network services and systems. Testing highlighted the need for
a Defense-wide policy on Internet protocols and ports to ensure consistent settings are identified to take advantage of
GIG-BE capahilities. Wavelength serviceswere exercised successfully in thelaboratory and in a provisioning exercise
during the IOT& E. Quality of Service assessments (latency, packet loss, and bit error rates), Class of Service
assessments (priority/precedence), and transport and user services all performed well. The Joint Interoperability Test
Command captured dataon availability during the lOT&E, but will fully assessthisfull operational capability requirement
once amore robust network isin place.

A full assessment of suitability isnot possible until the GIG-BE matures. Several policies, procedures, and practices
specificto GIG-BE operationswere not available during the IOT& E. Global NetOps Support Center operators could
successfully provision, operate, manage, and maintain the small 10C network by employing draft documentation, manual
workarounds, and legacy practices. However, mature policiesand practices, aswell as GIG-BE Network Management
System automated tools, are needed to do this on alarger scale network. Specific needs include finalizing the draft
Concept of Operations describing policies and procedures; adjust the existing Provisioning guidance to account for
unique GIG-BE requirements; compl ete the L ogistics Support Plan covering maintenance standards, sparing, vendor
response times, etc.; and complete and implement Standard Operating Procedures for configuration management,
performance metrics, and other related activitiesfor al the types of service nodes. The program office has been
responsive to shortfalls identified during the installation process, the operational assessment, and the IOT& E and has
already completed, or isworking on, improvements and solutions.

Information Assurance isthe only aspect of survivability that could be evaluated for the |OC network. The GIG-BE was
granted a one-year Authorization to Operate — and the Joint Interoperability Test Command conducted an Information
Assurance Controls assessment. However, before permanently moving significant amounts of user traffic onto the
GIG-BE later in FY 05, ademonstration of thefollowing itemsis needed: automated fail-over to alternative routeswith the
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fiber optical mesh network, fail-over at dual service delivery node sites from the primary to the secondary service delivery
node, and red team penetration testing and further information assurance testing. During the Full Operational Capahility
operational test and evaluation, the Continuity of Operations Plan back-up of the Global NetOps Support Center by other
network centers, must also be exercised and evaluated.

The Joint Interoperability Test Command conducted the GIG-BE IOC IOT& E asoutlined inthe DOT & E-approved Test
and Evaluation Master Plan and Operational Test Plan. Minor exceptions occurred resulting from the level of maturity in
the architecture under test and supporting processes. DOT& E considers the GIG-BE as operationally effective.
However, afinal determination on operational suitability and survivability will be made asthe maturity of the GIG-BE
architecture and supporting documentation increases. There are no issues in either assessment area significant enough
not to support a declaration of 10C.
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Joint Biological Agent Identification and Diagnostic System
(JBAIDS)

SUMMARY

e DOT&E approved an updated Test
and Evaluation Master Plan and an
Operational Assessment Plan on
July 29, 2004.

e The Service Operational Test Agencies
conducted an operational assessment
August 9-12, 2004, at EglinAir Force
Base, Florida

SYSTEM DESCRIPTION AND MISSION

The Servicesintend the Joint Biological Agent

I dentification and Diagnostic System (JBAIDS)

to beareusable, portable, modifiable, biological

agent identification and diagnostic system

capabl e of identifying multiple biological

agents of operational concern and other . o ]

pathogens of clinical significancein clinical Military clinicians and other trained personnel plan to use JBAIDS
specimens and environmental samples. to screen for biological agents.

Military clinicians and other trained personnel

plan to use BBAIDS to screen for biological agents given such factors as known or suspected threat agents and
geographical endemic diseases. The system consists of an identification instrument based on polymerase chain reaction
technology, a laptop computer with application software, a storage/shipping case, assay test kits, support equipment,
and other laboratory consumables. The Servicesintend to field BBAIDS to forward-deployable medical treatment
facilities, areaand theater medical laboratories, laboratories and clinics on ships, and high-threat fixed sites.

The JBBAIDS program hasthree developmental bl ocksto expedite procurement and fielding while reducing technical risk.
Block | usescommercial off-the-shelf technology capable of identifying 10 biol ogical warfare agents within 40 minutes
after completion of the test sample extraction processfrom either aclinical or environmental sample. Sincethereare
already several versions of polymerase chain reaction technology in use by the Services, aBlock | goal isto standardize a
singlesystemfor al Services. Block Il will add toxinstoitstarget list of biological warfare agents. Usersintend Block 111
to be ahand-held unit with a capability to identify 50-70 agents with automated sample preparation. It isintended for use
by non-medical personnel. Initial fielding of the Block | and Il systemsis not contingent upon approval from the Food
and Drug Administration (FDA). The FDA approval processwill beinitiated during Block | and will continue throughout
the development processfor all blocks. Block I11 should provide an FDA approved diagnosticsdevice. Block 111 will
interface with the Joint Warning and Reporting Network and medical patients' records/medical surveillance systems.

TEST AND EVALUATION ACTIVITY

DOT&E approved an updated Test and Evaluation Master Plan and an Operational Assessment Plan on July 29, 2004.
The Service Operational Test Agencies conducted the operational assessment August 9-12, 2004, at Eglin Air Force Base,
Florida. Analysisand evaluation of the data from that event is ongoing.
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TEST AND EVALUATION ASSESSMENT

The Operational Assessment resultswill be considered in the low-rate initial production decision scheduled for 1QFY 05.
It will assess progress toward effectiveness and suitability, and readiness for IOT& E scheduled for 3QFY 05. The
Operational Assessment will assess four areas: operational effectiveness, operational suitability, and operational impacts;
programmatic voids; program documentation; and the ability to provide information to support the existing war fighting
process. The IOT&E must address all target biological warfare agentsin appropriate matrices using inactivated threat
representative agents. An objective of the test program is to validate the relevancy of test results using inactivated
biological agents. The applicability and timeliness of JBAIDS reporting information must be sufficient to support
decision-makers and mission accomplishment.

Scheduling operational assessments or tests in conjunction with training exercises enhances the realism of the test
environment and provides a command and control context not otherwise available; but such a strategy is risky.

Although the plan called for this assessment to be integrated with an exercise, Eglin Air Force Base cancelled the exercise
dueto an approaching tropical storm. Earlier in May 2004, Holloman Air Force Base, New Mexico, cancelled an exercise
that the Operational Test Agencies had expected to use for this operational assessment. In the case of an operational
assessment supporting alow-rate initial production decision, the reduced scope of the test is acceptable. Had this event
been the initial operational test and evaluation, the reduction in scope would not be acceptable.
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Joint Biological Point Detection System (JBPDS)

SUMMARY

e  Multi-Service Operational Test Evaluation
(MOT&E) Phasesll, 111, and V took place at
EglinAir Force Base, Florida, in November
2003,

o Despitetest and evaluation limitations, the
Joint Biological Point Detection System
(JBPDS) may provide capability to detect and
identify biological warfare agents.

- Resultsfrom MOT& E indicate that
detection and presumptive
identification of smulantsare
availablewithin 20 minutes, with
confirmatory analyses depending on
the location of the laboratory, in an
average of 12 hours after Despite test and evaluation limitations, JBPDS may provide
encountering abiological cloud. capability to detect and identify biological warfare agents.
Thismay support timely
prophylactic treatment decisionsfor biological warfare agents except for toxins.

- Emerging resultsfrom the component-level laboratory testing of biological warfare agents and their
simulants has provided useful data, but the performance relationships between agents and their
simulantsis not adequate to predict the performance of JBPDS to detect and identify biological warfare
agentsinthefield. Consequently, valid estimates of field BBPDS probabilities of detection and
identification are not available.

e Thesignificant test and evaluation limitation is not to challenge the BPDS with redlistic threatsin thefield due
to safety and environmental issues. Whole-system live agent testing is required to characterize the JBPDS
agent to simulant relationship.

SYSTEM DESCRIPTION AND MISSION

The Servicesintend the BPDSto provide early detection and identification of biological warfare agentsin order to treat
affected forces. It will provide biological agent point-detection, identification, and sampling capability for both fixed-site
and mobile operations. The system must automatically detect and identify up to ten biological warfare agents
simultaneously in less than 15 minutes.

The Servicesintend the IBPDS to be integrated into the Joint Services Light Nuclear, Biological, and Chemical
Reconnai ssance System and the Stryker Nuclear, Chemical, and Biol ogical Reconnaissance Vehicle.

In December 1996, the IBPD S transitioned into the engineering and manufacturing devel opment phase. DOT& E placed
the BPDS on oversight in January 2000. The JBPDS-Block 1 entered low-rateinitial production (LRIP) in October 2000. A
JBPDSLRIPExpansion decision followed in 2002. The Army submitted an Urgent Need-fielding request for JBPDSin
February 2002 due to the heightened threat to deployed forces. A Milestone C LRIPfor 409 systemswas held in for

4QFY 4.

TEST AND EVALUATION ACTIVITY
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MOT&E Phasesll, 111, and V took place at Eglin Air Force Base, Florida, in November 2003. Phasell supported theAir
Force Urgent Need request and included the man-portable and trailer variants. Phaselll, run concurrently with Phasell,
was a cold weather operational test at McKinley Climatic Laboratory, Eglin Air Force Base. PhaseV was afollow-on test
for the Army to confirm that changes made as aresult of Phase | had not degraded the performance of the JBPDS. For
testing efficiency, one portion of Phase V occurred concurrently with the Air Force Phase |1 and Phase [11 testing at Eglin
while asecond portion of the Phase V testing took place at Fort McClellan, Alabama, in conjunction with atraining
exercise. TheNavy conducted Phase |V in January 2004 onboard the USS The Sullivans (DDG 68). Plansfor Phase VI
call for repeating previous phases with production articles if necessary. Component level testing took placein
laboratories at Dugway Proving Ground using live biological agents and their simulants.

TEST AND EVALUATION ASSESSMENT

Despite test and evaluation limitations, JBPDS may provide capability to detect and identify biological warfare agents.
Resultsfrom MOT & E indicate that detection and presumptiveidentification of simulants are available, with confirmatory
analyses depending on the location of the laboratory, in an average of 12 hours after encountering abiological cloud.
Early detection and identification of biological warfare agents provides the opportunity for prophylactic treatment,
depending on the agent (three biological agents do not have a prophylactic treatment). However, because of the rapid
onset of the effects of toxins, 12 hoursis not timely enough to effect prophylactic treatment for the one toxin for which
such atreatment exists. JBPDS information produced at any time can be used to quarantine, decontaminate, and plan for
impact on forces. Actionsto reduce the full effects of exposure by donning protective equipment, isolate exposed
personnel, and restrict troop movement would be effective in reducing causalities.

To estimate the IBPDS field probabilities of detection and identification, simulants were chosen to represent each of four
classes of biological warfare agents: toxins, viruses, vegetative bacteria, and spore bacteria. The evaluation
methodology isto relate the IBPDS performance to detect and identify biological agentsin a controlled environment to
its performance to detect and identify their respective ssmulants. Emerging results from the component-level laboratory
testing of biological warfare agents and their simulants has provided useful data, but the performance relationships
between agents and their simulants is not adequate to predict the performance of JBPDS to detect and identify biological
warfare agentsinthefield. Whole-system live agent testing (WSLAT) isrequired to characterize the JBPDS agent to
simulant relationship. The infrastructure to conduct such atest does not currently exist. A Requirements Capability
Document for WSLAT was generated to identify key parameters and capabilities. A Committee from the National
Research Council, sponsored by the Joint Program Executive Office— Chemical, Biological Defense Program, reviewed a
feasibility study prepared for WSLAT, assessed the risks associated with WSLAT execution, and made
recommendations, which need to be addressed. At present, the Joint Project Manager is devel oping a methodol ogy that
accommaodates the National Research Council’s recommendations. Adequate whole-system testing, along with
operational field test data, will bethe basisfor characterizing JBPDS biological warfare and simulant detection
performancein support of afull-rate production decision.

TheAir Force man-portable and trailer variants did not meet many of the evaluation criteriafor effectivenessand
suitability duringthe MOT& E at Eglin Air Force Base. Major system failuresincluded a high fal se-positive rate and
communication failures. All variants experienced a high machine false-positiverate. Followingthe MOT&E, the Joint
Project Manager conducted system-level demonstrations of corrective actions for communication and machine fal se-
positives, which indicated that the issues were resolved. Additional testing will assess the corrective actionsin an
operational environment.
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Joint Biological Standoff Detection System (JBSDS)
(Increment 1)

SUMMARY

e InJune 2003, the Office of the Joint
Project Manager, NBC
Contamination Avoidance, (JPM
NBC CA) conducted a Joint
Biologica Standoff Detection
System (JBSDS) Increment 1
Production Qualification Test asa
competition between contractors.
Neither candidate system
demonstrated the Milestone C
entrance criteriaof probability of
detection, probability of
discrimination, mean time between
falseaarms, weight, reliability, and
availability.

o OnApril 28,2004, DOT&E
approved a Test and Evaluation

Master Plan (TEMP), which Questions remain regarding the relationship of the system's
provides for two additional performance in detecting simulants with its performance in detecting
Operational assessments; one live agents in a field environment.

based on the engineering
devel opment test planned for
2Q/3QFY 05 to address the entrance criteria not previously met, the other to be conducted after the
production verification test planned for 2QFY 05 to support the decision to begin Multi-Service Operational
Test and Evaluation during 4QFY 05.

« Weare concerned whether gammarirradiated biological warfare agents or other non-lethal simulants can
adequately represent live bio