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SUBJECT: Procedures for Operational Test and Evaluation of Cybersecurity in Acquisition 
Programs 

References: (a) Director, Operational Test and Evaluation (DOT &E) Memorandum. 
··Procedures for Operational Test and Evaluation of Cybersecurity in
Acquisition Programs," August 1, 2014

(b) Joint Staff 16 guidebook, "Cyber Survivability Endorsement implementation
Guide:· Version 1.01

(c) DOT &E Memorandum. "Cybersecurity Operational Test and Evaluation
Priorities and Improvements,'· July 27, 2016

( d) Chairman of the Joint Chiefs of Staff Manual 6510.03 ... Department of Defense
Cyber Red Team Certification and Accreditation." February 28.2013

(e) DOT &E Memorandum, ··Cyber Economic Vulnerability Assessments,"
January 21, 2015

This memorandum provides policies and procedures for the test and evaluation of 
cybersecurity as part of all operational test and evaluation (OT &E) of systems and capabilities in 
the Department of Defense (DOD). This memorandum supersedes reference (a) and includes 
processes and procedures from references (b) through (e) for assessing cybersecurity within 
OT &E. DOT &E will routinely review and update this policy as needed to reflect changes in test 
and evaluation technology and capabilities. 

Background 

The DOD acquisition process should deliver weapons systems, platforms and networks 
that are both secure and resilient in all aspects of the expected operational environment, 
including cyber. 1 The purpose of testing cybersecurity during OT &E is to assess the ability of 
the system to enable operators to execute critical missions and tasks in the expected operational 

1 Per DOD Instruction 8500.0 I, ··Cybersecurity," dated March 14, 2014, operational resilience requires three 
conditions to be met: information resources are trustworthy; missions are ready for information resources 
degradation or loss; and network operations have the means to prevail in the face of adverse events. 
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