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Suite of Integrated Radio Frequency Countermeasures 
(SIRFC) (AN/ALQ-211)

Executive Summary
• Emerging results from the FY07 Suite of Integrated Radio 

Frequency Countermeasures (SIRFC) IOT&E indicate that the 
SIRFC:
- Radar Warning Receiver (RWR) provides significant 

�mprovement to effect�veness and s�tuat�onal 
awareness for spec�al operat�ons hel�copter p�lots �n 
operat�onally-representat�ve m�ss�on env�ronments   

- Electron�c Countermeasures Su�te has effect�veness and 
rel�ab�l�ty l�m�tat�ons, but does prov�de some level of 
increased jamming effectiveness against 80 percent of all  
threats evaluated dur�ng test�ng when comb�ned w�th tact�cs 
and expendables. 

- Electron�c Countermeasures su�te cont�nues to demonstrate 
rel�ab�l�ty problems that l�m�ts the ava�lab�l�ty of 
self-protect�on jamm�ng dur�ng IOT&E    

• The U.S. Army’s Spec�al Operat�ons Command (USASOC) 
completed IOT&E of SIRFC for the MH-47G in late 4QFY07.  
A full-rate product�on dec�s�on was or�g�nally scheduled for 
1QFY08, but due to multiple failures in the Radio Frequency 
Sw�tch Assembly (�tem 5 �n d�agram) dur�ng the IOT&E, 
correction of deficiency testing delayed the decision until 
3QFY08.

• The Navy and Air Force Special Operations Command 
(AFSOC) completed operational testing of SIRFC on the 
CV-22 aircraft during the 3QFY08 CV-22 IOT&E.

System
• SIRFC is an advanced radio frequency self-protection system 

des�gned for �nstallat�on on a�rcraft.   
• Major SIRFC subsystems are:

- Advanced threat RWRs (Numbers 1, 2, 3, 6, and 9 in 
p�cture)

- Advanced threat radar jammer/Electron�c Countermeasures 
(Numbers 4, 5, 7, and 8 in picture)

• SIRFC platforms are Army Special Operations MH-47 and 
MH-60 helicopters and Air Force Special Operations CV-22 
t�lt rotor a�rcraft.  

Mission
Special Operations Forces will use SIRFC to enhance the 
surv�vab�l�ty of a�rcraft on m�ss�ons that penetrate host�le areas.  
SIRFC-equipped units should be able to provide self-protection 
aga�nst threat radar-gu�ded weapons systems by:
• Improv�ng a�rcrew s�tuat�onal awareness and threat warn�ng
• Employment of act�ve electron�c jamm�ng countermeasures 
• Expend�ng countermeasures (�.e., chaff)

Prime contractor
• ITT

Activity
U.S. Army Special Operations Command  

• USASOC completed the IOT&E of SIRFC on the MH-47G 
helicopter in 4QFY07.  This test event supported a full-rate 
production decision in 3QFY08. 

• Multiple failures in the Radio Frequency Switch Assembly 
(�tem 5 �n d�agram) dur�ng IOT&E delayed the USASOC’s 

full-rate production decision of SIRFC.  At the conclusion of 
IOT&E, the M�lestone Dec�s�on Author�ty (MDA) �nstructed 
the contractor for SIRFC to redesign the Radio Frequency 
Sw�tch Assembly and for the Army Commun�cat�ons 
Electron�c Research, Development, and Eng�neer�ng Center 
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(CERDEC), to ver�fy that the sw�tch redes�gn corrected 
deficiencies seen in IOT&E.  

• CERDEC conducted a 570-hour chamber test on the newly 
designed switch assembly during 2QFY08.  One failure 
occurred dur�ng th�s test per�od; however, th�s fa�lure mode 
was determ�ned to be random and not related to the fa�lures 
that occurred dur�ng IOT&E. 

• DOT&E requested additional flight-testing of the newly 
des�gned sw�tch assembly �n order to ver�fy �nstalled 
on-a�rcraft performance and su�tab�l�ty.  USASOC scheduled 
these flights from 4QFY08 through 1QFY09.

• USASOC’s FY08 testing was conducted in accordance with 
the DOT&E approved SIRFC Test and Evaluation Master Plan 
(TEMP).      

Air Force and Navy 
• The Navy, in coordination with AFSOC and the Air Force 

Operational Test and Evaluation Center (AFOTEC), the Air 
Force’s Operational Test Agency, completed operational 
testing of SIRFC on the CV-22 aircraft during the 3QFY08 
CV-22 IOT&E

• The CV-22 IOT&E included 171 hours of dedicated SIRFC 
m�ss�ons spread across four a�rcraft over an e�ght-week per�od.  
AFOTEC conducted test missions at the Naval Air Warfare 
Center, China Lake, California, and the Air Force’s Nevada 
Test and Tra�n�ng Range.  Analys�s of th�s test�ng �s ongo�ng.

• The Navy and Air Force conducted FY08 testing in accordance 
with the DOT&E-approved V-22 TEMP.    

Assessment
Although the Services conduct SIRFC development and testing 
under two separate TEMPS, �nter-program commun�cat�on �s 
good and allows the CV-22 program to benefit from the USASOC 
SIRFC lessons learned. 

U.S. Army Special Operations Command  
• DOT&E completed the effect�veness and su�tab�l�ty 

assessment of SIRFC IOT&E flight data during FY08.  

DOT&E will release the  SIRFC Beyond Low-Rate 
In�t�al Product�on (BLRIP) report after the complet�on of 
flight-testing.
- Emerging results indicate that the SIRFC is operationally 

effect�ve.
- DOT&E w�ll complete the su�tab�l�ty assessment at the 

conclusion of the upcoming 4QFY08 flight tests.

Air Force and Navy 
• DOT&E’s assessment of the emerging results of the FY08 

CV-22 IOT&E and all SIRFC-related test events indicate that:
- RWR-related SIRFC performance on the CV-22 will 

be similar to that observed on the USASOC MH-47G 
�nstallat�on.

- SIRFC jamming on CV-22 will not be as effective as was 
observed on the USACOC MH-47G aircraft primarily 
due to the d�fference �n jammer power between the two 
platforms.

- AFOTEC submitted the multiple deficiency reports against 
the SIRFC system during the CV-22 IOT&E test period.  
These deficiency reports are currently under review.

recommendations
• Status of Prev�ous Recommendat�ons.  The Serv�ces followed 

all prev�ous recommendat�ons.  
• FY08 Recommendations.  

1. USASOC, the Air Force, and the Navy should all continue 
to monitor SIRFC reliability.  In addition, they should 
develop more robust tactics and jamming techniques to help 
�mprove surv�vab�l�ty aga�nst all threat systems.

2. The Air Force should continue their effort to install a higher 
power jamming transmitter on the CV-22.  




